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Preface

Purpose

This guide is designed to help acquaint you with the Oracle Banking application. This guide
provides answers to specific features and procedures that the user need to be aware of the
module to function successfully.

Audience

This document is intended for the following audience:

¢ Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.
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Preface

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user
interface elements associated with an
action, or terms defined in text or the
glossary.

italic Italic type indicates book titles, emphasis, or
placeholder variables for which you supply
particular values.

monospace Monospace type indicates commands within
a paragraph, URLs, code in examples, text
that appears on the screen, or text that you
enter.

Related Resources

For more information on any related features, refer to the following documents:
e Oracle Banking Digital Experience Installation Manuals

e Oracle Banking Digital Experience Licensing Manuals

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes; actual screens that appear in the application may
vary based on selected browser, theme, and mobile devices.

Acronyms and Abbreviations

The list of the acronyms and abbreviations used in this guide are as follows:

Table1 Acronyms and Abbreviations

Abbreviation Description

OBDX Oracle Banking Digital Experience
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OBDX Servicing Application

1.1 Prerequisites

ORACLE

This topic provides information on Prerequisites.
OBDX Android App is supported only on versions n (current) and n-1 release.

Download and Install node JS (will be downloaded to default path).
Install node js from https://nodejs.org.
Download and Install Android Studio.

Download and install Android Studio from https://developer.android.com/studio/index.html.

1.
2
3
4
5. Download and Install Android platforms.
6. Update Android SDK to latest API Level.
7. Gradle Version: gradle-7.5
8. Android Gradle Plugin Version (7.4.2): 'com.android.tools.build:gradle:7.4.2' or above
9. Set Environment variables.
10. Set following system variables:

a. Click on Windows key and type Environment Variables.

b. A dialog box will appear. Click on the Environment Variables button as shown below:
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Systemn Properties >
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12. Add the above variables in "PATH" system variable.
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Create project using Remote Ul
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1.2 Create project using Remote Ul

This topic provides information on Create project using Remote Ul.

1. Index.html changes (use Android Studio or any other editor)

* Update the server URL in app.properties against KEY SERVER URL key. This is the URL
where the Ul is also hosted.

After this proceed to Sectionl.4: Importing in Android Studio directly.

1.3 Local Ul by running on local machine or local server

This topic provides information on Local Ul by running on local machine or local server.

Building un-built Ul (required in case of customizations)

1. For this version, since the Ul is built with webpack, the built Ul cannot be modified from
with the mobile workspace as it is minified code. Hence, either bank can hoist the Ul is two
ways:

* Use local machine as local server and host the Ul on local development machine and
connect the application using localhost.

* OR host the Ul on local development server and point the application to that server
URL

2. Ul is same for internet and mobile, same build process of internet to be followed.
Bank can follow the Ul build steps from “Oracle Banking Digital Experience User Interface
Guide”.

3. Additionally, building Ul for mobile, Open scripts->webpack->webpack.dev.js and add

below line in devServer object:
As below

headers:

{

"Access-Control-Allow-Origin":"*"

ORACLE 1.3



ORACLE"

Chapter 1
Local Ul by running on local machine or local server

}I

SAMPLE: devServer:

{

static: path.join( dirname,"../../dist"),
compress: true,

port: 4000,

hot: false,

client: false,

headers:

{
"Access-Control-Allow-Origin":"*"

b

Also, in webpack.dev.js comment out below lines inside “entry” key.

entry: {// main:
"framework/js/configurations/require-config.js",// Runtime code
for hot module replacement//hot:
'webpack/hot/dev-server.js',// Dev server client for web socket transport,
hot and live reloadlogic//client:
'webpack-dev-server/client/index.js?hot=true&live-//
reload=true',

b
Once the Ul is built, run below command to start a local server on the development
machine using below command:

° npm run start

Ssakpalussakpal-mac channel % npm start

> obdx-build- mumze 1.0 start
> webpack serve --config scripts/webpack/webpack.dsv.js

sredl. gbucdsintazbos, oraclevcn. con: 17777/

sakpal /Docusents/work/svn/ trunk/cora/channel_115ept/channal /dist! directory

e Once this server starts, below is the window which appears. This indicates local server
is started.

iritical dependency: require function is used in a way in which dependencies cannot be statically extracted
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/ sync *\.\/.s$ ./min/ojmodule-element-utils ./min/ojmodule-element-utils.js
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojthematicnap.js 2617:47-149
«/node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ sync *.».x.s$ ./ojthematicmap ./ojthematicmap.js
./node_modules/@oracle/oraclejet/dist/js/libs/oj/debug/ojconfig. js 139:51-152
./node_modules/@oracle/oraclejet/dist/js/libs/oj/debug/ojtranslation. js
-/node_modules/Goracle/oraclejet/dist/js/1ibs/0j/debug/ojeconverterutils-iten. js

./framework/js/dom-util.js 6:0-61 446:15-58 643:0-469:2

./framework/js/view-model/generic-view-nmodel.js 2:0-49 29:4-17 5@:5-20 56:5-20 62:5-20 B4:5-26 165:21-28
./tramework/js/configurations/require-config.is 20:4-56

PeeeeReR®

W in ./node_modules/¢oracle/oraclejet/dist/s/1ibs/o0j /min/ojmodule-element-utils.js 5:558-565
al dependency: require function is used in a way in which cannot be statically extracted
./node_modules/Goracle/oraclejet/dist/js/1ibs/0j/ sync *\.\/.s$ ./min/ojmodule-element-utils ./min/ojmodule-element-utils.js
./node_modules/@oracle/oracleiet/dist/is/1ibs/oj/debug/ojthematicnap. s 2617:47-149
./node_modules/Goracle/oraclejet/dist/js/1ibs/oj/debug/ sync *.=.x.s$ ./ojthematicmap ./ojthematicmap.js
./node_modules/Goracle/oraclejet/dist/js/1ibs/oj/debug/ojconfig. js 139:51-152
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojtranslation. js
./node_modules/Goracle/oraclejet/dist/js/1ibs/oj/debug/oiconverterutils-il8n.js

./framework/is/dom-util.is 6:0-61 446:15-58 643:0-669:2

_/framework/js/view-model/generic-view-model.js 2:0-49 29:4-17 60:5-20 66:5-20 62:5-20 B4:5-26 165:21-28
./framework/js/configurations/require-config.js 20:4-86

roeReeeo®N

G in ./node_modules/@oracle/oraclejet/dist/js/libs/oj/min/ojmodule.js 8:2000-2007
riticn dependency: require function is used in a way in which dependencies cannot be statically extracted
-/node_modules/@oracle/oraclejet/dist/js/1ibs/oj/ sync *\.\/.s$ ./min/ojmodule ./min/ojmodule.js
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojthematicnap. js 2617:47-149
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ sync A.+.%.*$ ./ojthematicmap ./ojthematicmap.js
./node_modules/Goracle/oraclejet/dist/js/1ibs/0j/debug/ojconfig.js 139:51-152
./node_modules/Goracle/oraclejet/dist/js/1ibs/oj/debug/ojtranslation.js
«/node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojconverterutils-i1Bn.js
«/Tramework/js/dom-util.js 6:@-61 446:15-58 643:8-669:2
./framework/js/view-model/generic-view-nodel.js 2:0-49 29:4-17 50:5-20 56:5-20 62:5-20 B4:5-26 165:21-28
«/framework/js/configurations/require-config.js 20:4-56

EET TRy

17 warnings have detailed information that is not shown.
Jse 'stats.errorDetails: true' resp. '--stats-error-details’ to show it.

iuupnek 5.89.0 compiled with 27 warnings in 12461 ms

* Point the key server url to http://localhost:4000 and run the application on simulator.
To run on device, the internet proxy should allow localhost domain to accept incoming
requests.
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Importing in Android Studio

If it is blocked, Ul should be built and “npm start” command should be executed on a
development server machine which is accessible in the network. They key server url
will then point to that local server URL instead of localhost

# Note:

Proper SSL & proper domain needs to be configure to run this on android as
androd won't support for http url.

6. If banks want to debug Ul the update “devtool” configuration. Refer Webpack
documentation https://webpack.js.org/configuration/devtool/ for more details.

1.4 Importing in Android Studio

ORACLE"

This topic describes the systematic instruction to Importing in Android Studio option.

Open Android Studio
1. Import zigbanklplatforms/android in android studio by clicking on Open an Existing Project.

]
® Select Eclipse or Gradle Project to Import =}
:

Select your Eclipse project folder, build.gradle or settings.gradle

@ m 2 X O & Hide path
MWorkspacel2.\android\service\workspace\obdx\platforms\android &
Workspacel8.1
android

® authenticator
SEMVICE

® libraryproject

workspace
obdx
platforms
L Vsendod
Jgradle
Adea
assets
** BarcodescannerLib
build
cordova
** Cordovalib
b B0 aradle

and drop a file into the space above to gu Ckdy locate it in the tree

KB (o) (] |
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1.5 Widget Functionality

This topic provides information on Widget Functionality .
Widgets are Android native feature. Below widgets are available in the application

1. All Accounts Widgets — Widget, showing all accounts balances & account numbers.

2. Account Details Widget - Widget, showing account balance of default account and last 5
transactions of the same account, can be added to the phone home screen. If default
account is not set, then the details of the account fetched first is shown.

3. Multi-Functional Widget — Widget showing default account balance. If default account is
not present, it shows details of account fetched first. Additionally, it has option to scan to
pay feature

4. Scan to Pay Widget — Widget which allows to scan to pay.

Pre-requisite :

Quick Snapshot feature needs to be enabled in the app application from the login screen.
(Refer function doc - User Manual Oracle Banking Digital Experience Quick Snapshot.docx)

Enable below property in app.properties file
<bool name="ENABLE_WIDGET">true</bool>

If bank does not want this feature, then they can disable this by making above flag to false.

1.6 Scan to Pay from Application Icon

This topic provides information on Scan to Pay from Application Icon.

Users can long press on bank’s application icon on home screen and click on scan-to-pay
option to scan QR and make payments.

To enable this feature uncomment below from app’s AndroidManifest.xml

ORACLE 6
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1.7 Passkey (Passwordless login)

ORACLE

This topic describes the systematic instruction to Passkey (Passwordless login) option.

Passkeys are a safer and easier replacement for passwords. With passkeys, users can sign in
to apps and websites using a biometric sensor (such as a fingerprint or facial recognition), PIN,
or pattern. This provides a seamless sign-in experience, freeing your users from having to
remember usernames or passwords.

Passkeys are supported only on devices that run Android 9 (API level 28) or higher
TO DISBALE THIS OPTION :

By doing this, passkey option will not be available to users withing the application. User will not
be able to register for passkey and also will not be able to login using passkey. Follow below
steps

1. Remove RTM access from Client Servicing — Authentication — Passkey Setup for Mobile
Application/Mobile (Responsive)/Internet touch points

O Passkey Setup ]

2. Set this flag in channel-framework-js-configurations-config.js to false
thirdPartyAPIs - passkey - required - false
TO ENABLE THIS OPTION:
1. Add RTM access from Client Servicing — Authentication - Passkey Setup for Mobile

Application,Mobile (Responsive) and Internet touch points

O Passkey Setup ]

2. Set this flag in channel-framework-js-configurations-config.js to true
thirdPartyAPIs — passkey - required - true

3. Along with above, we need below server side and application side settup

Server-Side Setup:

1. Update the relying party in below property select prop_value from digx_fw_config_all_b
where prop_id='PASSKEY_RP_ID'

&) Welcome Page & TRUNK_IT_NODE1 -
PEY-BEARBRA Goan @ TRUNK_IT_NODE1 ~

Worksheet  Query Builder
ALTER SESSION SET CURRENT_SCHEMA = OBDX_TRUNK N1;

t * from digx_fw_config_all b where prop_id Llike 'SPASSKEY%'

—
-IScript Output * B> Query Result *

& 5 @ 3 sqL | All Rows Fetched: 1 in 1.259 seconds

| PROP_ID | CATEGORY_ID | PROP_VALUE |1 FACTORY_SHIPPED_FLAG| | PROP_COMMENTS | SUMMARY TEXT
PR GG R RN et ey ey T J o f ss-mum-2524. snbomprshared1. gbucdsint@2bom. oraclevcn. con ] Relying Party for Passkey Relying Party Id witl
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# Note:

Relying partld is the domain name if the website to which credentials will be
associated. (Eg google.com, example.com etc)

Relying party origin is the relying party of website prefixed with protocol without the port.

(Example: https://google.com, https://example.com)

a.

Create assetlinks file (assetlinks.json) -
A Digital Asset Links JSON file must be published on your website to indicate the
Android apps that are associated with the website and verify the app's URL intents.

The following example assetlinks.json file grants link-opening rights to a com.example
Android app:

[{

"relation":

[
"delegate permission/common.handle all urls"],
"target":
{
"namespace":

"android app",

"package name":
"com.example",
"sha256 cert fingerprints":
["14:6D:E9:83:C5:73:06:50:D8:EE:B9:95:2F:34:
FC:64:16:A0:83:42:E6:1D:BE:A8:8A:04:96:B2:3F:CF:44:E5"
]
}
}H

The JSON file uses the following fields to identify associated apps:
package name: The application ID declared in the app's build.gradle file.

sha256_cert_fingerprints: The SHA256 fingerprints of your app’s signing certificate.
You can use the following command to generate the fingerprint via the Java keytool:

keytool -list -v -keystore my-release-key.keystore

Publish assestlinks.json file-
This file needs to be on https server with valid SSL certificate

You must publish your JSON verification file at the following location:
https://domain.name/.well-known/assetlinks.json

For example, if your sign-in domain is signin.example.com, host the JSON file at
https://signin.example.com/.well-known/assetlinks.json.

Verify your assetlink json on below statement list tester-
https://developers.google.com/digital-asset-links/tools/generator

The MIME type for the Digital Assets Link file needs to be JSON. Make sure the server
sends a Content-Type: application/json header in the response.

1-8
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Need to change host and port in Obdx.conf as,
ProxyPass "/.well-known" "http://100.76.157.55:7003/digx-admin/sms/v1/.well-known"

ProxyPassReverse "/.well-known" "http://100.76.157.55:7003/digx-admin/sms/v1/.well-
known"

After the setup is done, this file must be accessible on mobile browser with this url.
There should not by any redirects for accessing this file.

c. Add assetlinks.json file host in app’s strings.xml file.

1.8 Deeplinking - To open reset password, claim money links with
the application

This topic describes the systematic instruction to Deeplinking - To open reset password,
claim money links with the application option.

Add host url under data tag in app’s AndroidManifest.xml as,

ORACLE 1-9
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Deeplinking - To open reset password, claim money links with the application

</intent-filter>

:authorities

Project update recommended
Android Gradle Plugin can be

# Note:
Add host url without https or http.

For example. If your deeplink url is https://exmple.com/test then you can add only
example.com in the data tag

Similary you can add the same host url in app’s config.xml under universal-links tag as,

ORACLE 110
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android = app

app-lib
BarcodescannerLib

scheme

b
customizations
dle
obdxcore
£ obdxwear
& b build

Project update recommended
Android Gradle Plugin can be

1.9 Device Registration and Push Registration Functionality

This topic provides information on Device Registration and Push Registration
Functionality.

In this version, only one device is allowed to be registered for alternate login for the same
username. If user tries to register another device with same username for alternate login, then
the previous registration on other devices will be removed. User will get an error message if
he/she tries to use PIN/PATTERN/BIOMETRIC on the de-registered devices.

While user registers his second device or same device again (by re-installing the application),
a popup will appear to notify the same.

If user confirms, then the current device will be registered, and all previous registrations will be
removed.

ORACLE L1
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1:23 = ©

Device Registration
Registering on this device will automatically cancel previous

active registrations if any on other devices. Are you sure you
want to continue?

S -

If user cancel, the process is exited.
Also, in this version, only one device is allowed to be registered for push.

Bank can allow multiple devices to be registered for same username in their setup by setting
below two configurations:

ALLOWED_DEVICE_COUNT to anyvalue between than 1 and 100.
* 1 will allow on one device registration.

e 100 will allow more than one device registration.
ALLOWED_PUSH_DEVICE_COUNT any value between 1 and -1

e 1 will only one device to be registered for push.

* -1 will only multiple devices to be registered for push.

1.10 Location Tracking Metrics

This topic provides information on Location Tracking Metrics.

This is optional. Bank needs to do if they need location tracking metrics for monitoring location-
based data. ALLOW LOCATION SHARE By default, the value is false. If set to true, user will get
location permission prompt to allow location tracking. It can be enabled if user’s location needs
to be tracked.

ORACLE"
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1.11 Displaying Rate Option to Redirect to Playstore Page

This topic provides information on Displaying Rate Option to Redirect to Playstore Page.

This is optional. User can have an option (“Rate Us") in settings to display Play Store rating for
the application. This option can be enabled/disabled from Ul.

# Note:

App should be listed on playstore before adding this functionality.

1.12 Enabling Force Update

This topic provides information on Enabling Force Update.
This configuration is optional.

To notify users of a new application version available on the Play Store, consider these
options:

1. Within App, when the App detects a hew version, prompt users suggesting an update.

2. The flag checks for updates and displays a cancellable popup to the user to update their
application.

3. To implement this with the flag i sAppUpdateManagerEnable to true in RootCheckFlags.

# Note:

Ensure that App update functionality works only when the App is downloaded
from the Play Store or via Internal App Sharing.

4. Follow the steps to check force app update: https://developer.android.com/guide/
playcore/in-app-updates/test#internal-app-sharing.

1.13 Splash Screen Migration

This topic provides information on Splash Screen Migration.

The splash screen implementation is migrated according to latest document from google:
https://developer.android.com/develop/ui/views/launch/splash-screen/migrate

Steps to generate xml file for svg to be used in splash:

1. Right click on /android/app/src/main/res/drawable and select New/Image Asset .

2. Select the path to the svg.

# Note:

svg of bank logo is required. PNG and other image extensions won’t work.
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Resize the image from the scroll bar so that the icon is well inside the circle.
Keep all the configurations as it is and create the svg.
It will directly generate xml files for different resolution.

Refer to the foreground xml in styles.xml @drawable/ic_launcher_foreground

1.14 App Update Manager

This topic provides information on App Update Manager.

ORACLE

# Note:

In App Update functionality will be work only for the apps which will be downloaded
from play store/internal app sharing.

Follow below doc to test the in app update functionality.

https://developer.android.com/guide/playcore/in-app-updates/test
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Google Play Integrity

This topic describes the systematic instruction to Google Play Integrity option.

1. Go to URL https://console.developers.google.com/

2. Create a new Project and set name of you project.

New Project

Project name

| SafetyNet|

Your project ID will be safetynet-161214 Edit

CANCEL

3. ChooseAPI's & Services option from side bar.

4. In API's & Services — Dashboard — Choose Enable APIS AND SERVICES.

API APIs & Services APIs & Services + ENABLE APIS AND SERVICES

«%»  Dashboard

©®  Youdon'thave any APIs available to use yet. To get started, ¢

i Library

O Credentials

iy OAuth consent screen
Damain verification

Sa Page usage agreements

CREATE

5. This will redirect to Library where we need to search Google Play Integrity API..

ORACLE
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6.

GoogIeAPIs & Demo Project

Q,  Search for APls and Services v
&« Search Q. Android
Filter by 12 results
CATECoRY Maps SDK for Android
Maps (2) Google
Maps for your native Android a)
Mobile (6) " v "
Other (1)
Android Qver the Air API
Google
Android Over The Air (OTA) updates provide the infrastructure used by the Android partner porta...
Android Management API
‘ Google
The Android Management API provides remote enterprise management of Android devices and ...
Android Device Verification
Google
Android Device Verification (public)
= Google APls % Demo Project v Q@ Search for APIs and Services v

& Search

Filter by 12 results

CATEGORY

&

Maps (2)

Mobile (6)

Q_  Android|

Maps SDK for Android
Google
Maps for your native Android app.

Other (1)

Andraid Over the Air API
Google

Android Over The Air (OTA) updates provide the infrastructure used by the Android partner porta...

Android Management AP]
Google

The Android Management API provides remote enterprise management of Android devices and ...

Android Device Verification
Google

Android Device Verification (public)

Click on Google Play Integrity APl and enable it.

ORACLE
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& @ @ console.cloud.google jis i integri i i nmetric-sylph-374507 mx 0@ :

[E oracle Login - Sin.. $& 19.2SUSIT-Ora.. = JFrog & Environments - Or.. $& 18.1- Oracle Bank.. @ Index of obdx-np.. $& 18.2- OracleBan.. [S] Login - FuturaBank . § Archive Extractor...

Google Cloud

& Product details

Google Play Integrity API
Geogle

Check that interactions are coming from your genuine app running on a
genuine Android device.

m TRY THIS API [2

OVERVIEW SUPPORT
Overview
The Play Integrity API helps you check that you're interacting with your Additional details
genuine app on a genuine Android device powered by Google Play services.
The Play Integrity APl has replaced SafetyNet Attestation and Android Device Type: SaaS & APls
Verification. Last updated: 23/12/2022
Learn more & Category: Mobile

Service name: playintegrity.gosgleapis.com

If the application usage is high, the quota request form needs to be submitted. Fill quota
request form from below site. Also select below options.
https://support.google.com/googleplay/android-developer/contact/piaqr

< & support i O = » 06

[E] OracioLogin - Sin.. € 192 SUSIT-Ora. & JFrog S Emvironments-Or.. 9 18.1- Oracle Bank.. @ Indexof obdx-np.. 3 18.2- OracleBan.. [E] Login - Futura Bank .8 Archive Extractor, -

= Play Consocle Help Q, Describe your issue

Play Integrity API

The Play Integrity API helps you check that interactions are coming from your genuine app, installed by Google
Play. running on a genuine Android device. When you detect risky and unknown interactions, you can respond
appropriately to fight antacks and abuse.

You can use the form below to provide feadback, report issues, or request to increase your daily masimum
number of requests. By default, apps aro subjoct 1o a daily maximum of 10,000 requests por day. Before
requesting increased usage, review the Play Integrity API including the re: security
practices 10 ensure you have implemented the AP correctly.

At this time, we can enly respond to emails sent in English, Chinese, Japanese, and Korsan
= Required field

Plaase specify: *

@ increase maximum number of daily requests

QO Provide feedback

O Reportissue

Nama of requesting organization/person *

ORACLE"
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G @ supportgoogle. 0% »0@ :
Oracle Login - Sin.. & 19.2SUSIT-Ora.. ;& JFrog % Environments-Or.. & 18.1-Oracle Bank.. @ Indexof obdx-np.. $& 18.2 - Oracle Ban... Login - FuturaBank ,§ Archive Extractor... »
= Play Console Help Q, Describe your issue = °

How are you calling the Play Integrity API? *

(® My app s calling the API directly

O Athird party 'm using in the app is calling the AP, please specify

®@ Q000

How often will you call the API for each user? *
Once per day or less

Onge per hour

Once per 15 min

Once per 5 min or more

Is there any Pl or SPIl used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *
(O  es, but hashed or encrypted
O Yes, in plain-text

® no

= Play Console Help Q. Describe your issue

Is there any PIl or SPII used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *

O Yes, but hashed or encrypted
O Yes, in plain-text

® no

How are you validating Play Integrity API responses? *

O Server side - by calling Play’s server to decrypt and verify

@ Server side - by decrypting and verifying with self-managed APl keys
O In my app - by calling Play’s server to decrypt and verify

O In my app - by decrypting and verifying with self-managed APl keys

O Other, please specify

How does your app retry in case of Play Integrity API errors? *
@ No retry

O A small number of retry attempts within a short time window

ORACLE"
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C @ support.google. I

scle Login - Sin.. 3¢ 19.25USIT-Ora.. /% JFrog 3¢ Environments - Or.. 3¢ 18.1- Oracle Bank.. @ Index of obdx-np.. 3& 18.2 - Oracle Ban.

Q, Describe your issue

Play Console Help

How will your app act when the Play Integrity API detects risky traffic? «

Plaase answer with your end goal in mind even if your app is not acting yet. As 3 reminder, your app should also be sbis to
deal with Play Integrity AP1 errors and the API being unavailable

(® Deny access to functionality (for example, users won't be able to log-in). | want unauthorized usage
of my app to go down.

Q) Alter or limit specific features (for example, only users on good devices will be allowed on a
leaderboard). Overall usage of my app might stay the same.

O Amix - deny access for some responses and change features for other responses. | want some
unauthorized usage of my app to go down.

(O  Noaction. 'm only collecting data

O  Other, please specify

Quota request - Estimated total queries per day *
O 10.000.000 to 100,000,000 (10M to 100M)

o

10,000 t0 1,000,000 (10K to 1M)

1,000,000 to 10,000,000 (1M to 10M)

100,000,000 or more (100M+)

API is called once each time the app in opened
Quota request - Estimated peak queries per second - Leave blank

To enable Play Integrity responses follow below steps:
Go to Google Play Console - Side Menu — App Integrity

[E] Login - Futura Bank

h o »0O0@ :

2 Archive Extractor.

Quota request - Estimated total queries per day * - The approximate load, Play Integrity

| @0 ® P Aopintegrity|test x o+

342626’

€« G % play.google

arity/overview

[7974187885697797358/app]

| &) oracte Login-Sin.. 3 19.2SUSIT-Orac.. % JFrog $& Environments - Or.. 3% 18.1-Oracle Banki.. 3% 18.2- Oracle Bank... [S] Login - Futura Bank

= ?’ Google Play Console Q,  Search Play Console
D' Inbox 2

ily Statistics

App integrity
Play Integrity API Integration not started
-=O Publishing overview

App signing Signing by Google Play

Release

B8 Releases overview

Store listing visibility No integrity checks

£} Production

%) Testing

Play Integl‘ity API  integration not started

0 Reach and devices

&) App bundle explorer i
() App La app's backend server can decide what to do next to prevent abuse, unauthorised access and attacks. Show less

@ App integrity

- @ sewp (®) Play Integrity API for Android [@  Play Integrity API setup B
developers
a How to set up your app or game to
pp signing 2 minutes use the Play Integrity API

Internal app sharing

Advanced settings

$ Archive Extractor. »

a0 L0

03 All Bookmarks

() @ test &

Hide A

Call the Integrity AP| at important moments in your app to check that it's your app binary, installed by Google Play, running on a genuine Android device. Your

Play Integrity AP overview

Play Integrity API helps protect your
apps and games from risky and
fraudulent interactions

Click on Settings.

ORACLE"
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PN

[8] oracle Login - Sin... 32 19.2 SUSIT - Orac...

=]
ih

D

B Play Integrity AP settings | t

C % play.google

.'> Google Play Console
Inbox 2
Statistics

Publishing overview

Release

]

=]

Releases overview
Production

Testing

Reach and devices
App bundle explorer
App integrity

Setup

App signing
Internal app sharing

Advanced settings

'974187885697797358/app/49762523426267.

= Jrrog 3 Environments - Or... 3 18.1- Oracle Banki...

Q  Search Play Console

& Appintegrity

Play Integrity API settings

Project configuration

Responses
View and edit the integrity verdict responses that your app receives
Field Verdict
Device integrity Device integrity @
Recent device activity (D

Device integrity

Application integrity Application integrity @

& 18.2 - Oracle Bank..

4, You can change Play Integrity API settings after you link a Google Cloud project

Status

off

off

Off

Y

[= Login - Futura Bank

pi-setting: b

o Archive Extractor...

(<]

Values

3
20 &0

» [ AllBookmarks

® test |

@ Get support

Hide ~

Click on Link project and then link your existing google cloud project. If it is not created
then create new and link the same.

Link Google Cloud project

Link your Google Cloud project to use the integrity API

2 Favorites

Google Cloud project

(@ Link existing project
By linking your Google Cloud project, you agree 1o the Terms of Service.

Sample Project ~

Enter project number manually

(O  create new project

Discard changes Link project

10. Scroll down on the same screen and click on Change Responses.

A
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11.

€ Allapps

EE Dashboard

L) Inbox
J
ily statistics

-'o Publishing overview

BS  Releases overview
£ Production

» {}) Testing

» 1,0 Reachand devices
(=) App bundle explorer
@ App integrity

- @ Setup

App signing

Internal app sharing

2 Google Play Console

Q  Search Play Console

Play Integrity APl settings

Responses

View and edit the integrity verdict responses that your app receives

Field

Device integrity

Device integrity

Application integrity

Account details

Environment details

Environment details

Select actions

Verdict

Device integrity
Recent device activity @
Application integrity @
App licensing @

Play Protect status @

App access risk (beta) @

View JSON sample

Status

@on

Off

@on

@ on

off

off

® @

test

@ Get support

Values

MEETS_DEVICE_INTEGRITY

PLAY_RECOGNIZED, UNRECOGNIZED_VERSION,
UNEVALUATED

LICENSED, UNLICENSED, UNEVALUATED

Enable the Meet basic Integrity & Meets Strong Integrity option and save the changes.

Change responses

Change the integrity verdict responses that your app receives. Device integrity, application integrity and app licensing verdicts are always

returned.

Device integrity verdicts

Meets basic device integrity (3)

Meets strong device integrity ()

Recent device activity

Device atiributes

Environment details verdicts

Play Protect status

@
9
&
&

12. Scroll down on the same screen and click on Edit button of classic requests section.

ORACLE"
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= ?& Google Play Console Q_  search Play Console @ ® test 4
€ Allapps Play Integrity API settings @ Get support
OF Dashboard Create listing
] Inbox 2

J
il Statistics TeStlng

Create tests to check how your app behaves when it receives different integrity verdict responses
® Publishing overview

Create new test
Release

Classic requests

B2 Releases overview

Classic API requests are an optional way to request integrity verdicts. View your maximum daily requests and configure your response
& Production encryption. Learn more

» %) Testin
‘) 9 Field Values

» O Reachand devices
Usage tier @ Standard

(=) App bundle explorer

.

App integrity

- {33 Setup
App signing

Internal app sharing
© 2024 Google - Mobile app - Status € Terms of Service - Privacy - Developer Distribution Agreement

13. In the window that appears, select Manage and download my response encryption
keys and follow below steps to generate response encryption keys-

a. Create a new private-public key pair. RSA key size must be 2048 bits using below
command-

openssl genrsa -aesl28 -out your path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same
password for verifying the private.pem. Then hit the below command.

openssl rsa -in your path/private.pem -pubout -out your path/public.pem

Enter the same password which you have used while creating private.pem. These two
files will now appear on your mentioned path. Then upload the public.pem file on the
window which was appeared after clicking on Manage and download my response
encryption keys option.Once you upload the public.pem file it will automatically
download your_app_pkg_name.enc file. Then hit below command as,

openssl pkeyutl -decrypt -inkey your path/private.pem -pkeyopt
rsa_padding mode:oaep -in
your path/com.demo.xz.enc > your path/api keys.txt.

Enter the password for private.pem. It will create api_keys.txt file on your path. It must
be consist of VERIFICATION KEY and DECRYPTION KEY.

b. Maintain this VERIFICATION KEY and DECRYPTION KEY in DIGX_FW_CONFIG_ALL B table
corresponding to the following keys respectively:

PLAY INTEGRITY ENCRYPTION KEY and PLAY INTEGRITY DECRYPTION KEY

ORACLE 08
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An example query will be:

update DIGX FW CONFIG ALL B
set prop value = 'YOUR DECRYPTION KEY'
where prop id = 'PLAY INTEGRITY DECRYPTION KEY';
update DIGX FW CONFIG ALL B
set prop value = 'YOUR ENCRYPTION KEY'
where prop id = 'PLAY INTEGRITY ENCRYPTION KEY';

Similarly, Obtain the same keys for authenticator app by using above steps and then
maintain those in DIGX_FW_CONFIG_ALL B table corresponding to the following keys
respectively:

PLAY INTEGRITY ENCRYPTION KEY AUTHENTICATOR

and PLAY INTEGRITY DECRYPTION KEY AUTHENTICATOR

An example query will be:

update DIGX FW CONFIG ALL B

set prop value = 'YOUR DECRYPTION KEY'

where prop id = 'PLAY INTEGRITY DECRYPTION KEY AUTHENTICATOR';
update DIGX FW CONFIG ALL B

set prop value = 'YOUR ENCRYPTION KEY'

where prop id = 'PLAY INTEGRITY ENCRYPTION KEY AUTHENTICATOR';

Change how your responses are encrypted and decrypted X

O Let Google manage my response encryption (recommended).
Google will generate and manage your response encryption keys. Your backend server will call Play's server to decrypt responses.

Manage and download my response encryption keys.
Google will generate response encryption keys for you to download. You can update your app server logic to use the keys to decrypt responses.

1. Generate a .pem file so that Google Play can encrypt your response encryption keys for secure download.
Show instructions v

2. Upload the .pem file to download your response encryption keys

Upload .pem file

L Upload

Discard changes

14. Add project number in below property of app.properties
<string name="GOOGLE_CLOUD_PROJECT_NO">@@GOOGLE_CLOUD_PROJECT
NO</string>

You will get the project number on google cloud console project

ORACLE"
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= Google Cloud $* Play Integrity ¥ search (/) for re e roducts and more Q, Search o & @ @ °
’ AN e

Projectnumber. 420817979115 ) ProjectiD: playintegrity téqdquiheddectm )

Y Welcome

You're working in Play Integrity

Dashboard  Recommendations

3 Croate a VM E3 Run a query in BigQuery E3 Create a GKE cluster 3 Create a storage bucke

15. Mention the time in seconds to which app can hit the play integrity api. By default it is
300seconds but you can configure as per the requirement.
Use below property in RootCheckFlags.java(workspace_installer/zigbank/platforms/
android/app/src/main/java/com/ofss/digx/mobile/android/) long playlntegrityAPICallTime =
your_time_in_seconds;

long playintegrityAPICallTime = your_time_in_seconds;
16. Scroll down on the App Integritypage.
Navigate to Store listing visibility.

Click on Settings button.

g Test and release
Store listing visibility woimesry crecis Settings  Hide A
Releases overview
Google Play can check that devices pass integrity checks before making your store listing visible to users. Turn on this check to reduce your app's distribution to unknown
and untrustworthy devices. This check will not impact your Google Play discoverability or ranking in search results. Show less

Production

Testing ¥ @ Exclude your app from distribution to
certain devices

Pre-registration You can set up rules to exclude devices
from your app's distribution on Google
Play

App integrity
App bundle explorer

Turnon

Setup

Select Strong Integrity checks option and Save.
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Allapps

Dashboard
Statistics

Publishing overview

Test and release

Monitor and improve

Grow users

Monetise with Play

« Appintegrity

Store listing visibility

@ We will soon take action because your app does not adhere to Google Play Developer
Programme Policies. Fix violations as soon as possible.

Go to Policy status

Reduce risk to your app by stopping Play distribution to devices and virtual environments that donit pass system integrity checks, don't meet
Android compatibility requirements and may not be licensed to run Google Play services. Learn more

Store listing visibility 3 () Naointegrity checks

Basic integrity checks
Google Play will check the device meets basic integrity before making your app visible to users

(O Device integrity checks (recommended)
Google Plsy will check the device mests device integrity before making your app visible to users

Strong Integrity checks
Google Play will check the device meets strong integrity before making your app visible to users

Discard

¢ Note:

By enabling this setting your app will not be listed on play store of rooted device

ORACLE"
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Build Release Artifacts

ORACLE

This topic describes the systematic instruction to Build Release Artifacts option.

1.
2.

Clean and Rebuild your project in Android Studio.

In Android Studio, on the menu bar Click on Build - Edit Build Types - select release.

® android - [C:\Users\vpenta\D =" - %
® Project Structure X
Fle Edit View Navigate Code Analyze R
DRHG| ¢» XHa Q@R +— Properties | Signing | Flavors | Build Types| Dependencies Q
2 android | buildgradie | SDKLocation debug + |Neme: | release
B 3 project clo - [ Pt - cordova_pluginsjs % | [B jsonjs % | =t | »
Z B2 plogins ! | Developer Services -
al 3 resources.nls Ed
“ T retail Authentication Jni Debuggable = n
" Notifications i .
[ configuration.htmi
g d Modules Signing Config [ n
i E ‘D;dD;:J"‘UE‘”S-JS 5 Cordovalib Renderscript Debuggable ‘Je\,é
indexhtm
' 1 build | % Obdsib Renderscript Optim Level | (1
g [ cordova i Minify Enabled | ratse) n
g [l Cordovalib
E B gracie k| Pseudo Locales Enabled | n
® Clibs 4 Proguard File [ H:j
[2 Obdxlib E
2 platform ] Application Id Suffix [ |
Cires | Version Name Suffix [ |
=}
e 7 Zip Align Enabled true) n
[E .gitignore d
[& android.iml L
E £k android json E
= [ AndroidManifestxml g
2 2 build gradle 3
z [2i gradie.properties ]
- [E gradiew 4 N
[ gradiew.bat p =
- [ai local.properties L g
z [5il project.properties E =
i & settings.gradle z g
i © wrapper.gradle S =
- ES o =
% & Android Monitor i Messages —_ 11 Event Log =] Gradle Console
Tehar T3 LF: UTF8: Co oconted> @ B
Set Minify Enabled - True & click on Proguard File selection — Navigate to proguard-
d-1C p\17.2 docuf e - X
® X
File Edit View Navigste Code Anahze Re
DHO ¢+ XEE QA + — Properties | Signing | Favors | BUld Types | Dependencies : Q
[ androi ® Select Path X N amer [reease ‘ (

5] P d il x 5 x| -= ™
15 amenmx O Vi path Hcordovapluinsje x | B ronss x | 4
. 172 do . ey Debuggable [tals< n L
- [ Cordovalib Jni Debuggable [talse) n

3 gradi
s ni:; : Signing Config [ n
<
E L1 Obdslib Renderscrpt Debuggable | (21:<) [id)
= 1 platform_www . -
v Elres Renderscript Optim Level | (2
g (=P Minify Enabled [true n
= [ gitignore
B G :mfmd ol Pseudo Locales Enabled | n
~ 2
® B anareiazson Proguerd Fie [ ]

81 AndroidManifestaml

© buildgredle Application Id Suffix [ |

[¢h gradle.properties Version Name Suffix [ |

di

E ::d‘:m Zip Align Enabled B

[4il local.properties
= [4il project.properties
= © settings.gradle
E @ wrapper.grade
. i platforms.json .

*
. [ plugins >
£ Clres 3
< =
* E
o) )

(o

i) Event Log

Fchars 7344 LF: UTF:
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4. Click OK - again click OK.
5. Adding URLs to app.properties.xml (customizations/src/main/res/values/)

a. NONOAM (DB Authenticator setup)
For more information on fields, refer to the field description table.

Table 4-1 NONOAM (DB Authenticator setup)

T
SERVER_TYPE NONOAM

KEY_SERVER_URL Eg.
https://mumaa012.in.oradle.com:1844

WEB_URL Eg.
https://mumaa012.in.oradle.com:1844

SERVER_CERTIFICATE_KEY Refer steps 6.7

b. OBDXTOKEN (Token based mechanism)
For more information on fields, refer to the field description table.

Table 4-2 OBDXTOKEN (Token based mechanism)

T
SERVER_TYPE NONOAM

KEY SERVER URL Eg.
https://mumaa012.in.oraqle.com:1844.

(This URL must be of
OHS without webgate)

WEB_URL Eg.
https://mumaa012.in.oradle.com: 1844

SERVER CERTIFICATE KEY Refer point 6.7

c. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)
For more information on fields, refer to the field description table.

Table 4-3 OAM Setup

T
SERVER_TYPE OAM

KEY SERVER URL Eg.
https://mumaa012.in.oradle.com: 1844

(This URL must be of

OHS without webgate)
WEB_URL Eg.
https://mumaa012.in.oradle.com:1844
KEY OAUTH_PROVIDER URL http://mum00aon.in.oraclg.com: 14100
APP CLIENT ID <Base64 of clientid:secret>
of Mobile App client
APP_DOMAIN OBDXMobileAppDomain
WATCH CLIENT ID <Base64 of clientid:secret>

of wearables

ORACLE 4o
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Table 4-3 (Cont.) OAM Setup

Chapter 4

SERVER_TYPE

OAM

WATCH_DOMAIN

OBDXWearDomain

SNAPSHOT CLIENT ID

<Baseb64 of clientid:secret>
of snapshot

SNAPSHOT DOMAIN OBDXSnapshotDomain
LOGIN_ SCOPE OBDXMobileAppResServe
r.OBDXLoginScope

SERVER CERTIFICATE KEY

Refer steps 6.7

Domain Based Setup (This is same for OBDX servicing App and Authenticator App)
To use domain based setup enable below flag in app.properties file:

<string name="DOMAIN_BASED_CATEGORIZATION">true</string>

If you are using local Ul then enable below flag in config.js(platforms/android/app/src/main/

assets/www/framework/js/configurations/config.js) file -

domainDeployment: { enabled: true}

IDCS Setup

For more information on fields, refer to the field description table.

Table 4-4 IDCS Setup

SERVER_TYPE

IDCS

KEY SERVER URL

Eg.

https://mumaa012.in.oraclg¢.com: 18443

(This URL must be of
OHS without webgate)

WEB_URL

Eg.
https://mumaa012.in.oracl

E.com: 18443,

KEY OAUTH PROVIDER URL

http://obdx-tenant01.identity.c9dev0.oc9gade: 1/token

APP_CLIENT ID

<Baseb64 of clientid:secret>
of Mobile App client

WATCH_CLIENT ID

<Base64 of clientid:secret>
of wearables

SNAPSHOT CLIENT ID

<Base64 of clientid:secret>
of snapshot

LOGIN_SCOPE

obdxLoginScope

OFFLINE SCOPE

urn:opc:idm:__myscopes___
offline_access

SERVER CERTIFICATE KEY

Refer steps 6,7

To Enable SSL

There are 2 levels of SSL checks added in the app. One is to check SSL on app launch
only and another one is to check SSL for every api calls in Ul. By default app launch SSL
is enabled & Ul SSL check is disabled. Bank can enable/disable SSL by using below

properties.
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10.

11.

12.

13.
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ENABLE SSL true

ENABLE SSL FOR UI false

Enable/Disable Face biometric
Below flag is use to enable or disable Face biometric for alternate login in OBDX app.

ALLOW FACE BIOMETRIC true

By default product support both biometric type i.e. Face & Fingerprint for alternate login.
Domain Based Setup (This is same for OBDX servicing App and Authenticator App)
To use domain based setup, enable below flag in app.properties file -

<string name="DOMAIN BASED CATEGORIZATION">true</string>

If you are using local Ul then enable below flag in config.js(platforms/android/app/src/main/
assets/www/framework/js/configurations/config.js) file -

domainDeployment:

{

enabled: true

}

Adding chatbot support to mobile application (Optional).

CHATBOT ID The tenant ID

CHATBOT URL The URL for the ChatApp application in
ODA

If using http protocol for development add (android:usesCleartextTraffic="true") to
application tag of AndroidManifest.xml (on app & obdxwear target).

® android - [D: - [app] - w\apphsrc - Andreid Studio 3.0.1 - [m] X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
android ) ' app ) 1% src ) % main ) ' AndroidMznifestaml app ~ 7 & YYD LEQ
| B Project - €@ = | B 1| o facebor N rt o ~=1 | Gradle projects - -1 i
E androld D:\Installer\Ollnstaller\ Workspace\zigbank\pla| o e G+ — @ == o B z
= gradle =
- 9 <uses-permission android:name="zndroid.permission.WRITE_EXTERNALES v (2 android =
idea <uses-permission android:nane='android.pernission.READ PHONE STATE 3 android (roct
o app <uses-permission androld:name="android.permission.ACCESS NETWORK § >
z app-lib <uses-permission android:name="android.permission.ACCESS_CORRSE_LO e
£ BarcodescannerLib <uses-permission android:name="android.permission.ACCESS FINE_LOCA < sapprlib
] cordov <uses-permission android:name="android.permission.RECEIVE SMS" /> 2 :Barcodescannerlib |
b Cordoualib <uses-permission android:name="android.permission.READ_SHS" /> 2 :Cordovalib
i Cordovalt <uses-permission android:name="android.permission.CAMERA" /> 3 :customizations
B il customizations <uses-permission android:name="android.permission.FLASHLIGHT" /> 3 sobdxcore
i gradle 2 iobdxwear
S obdxcore <application -
@ obdswear androia:hardvareAccelerated="true" S :obduwear-lib
obdxwear-lib [ ] android: icon="Emipmap/icon”
android: label="ZigBank"
androidim android:usesCleartextTraf fic=itruch
o android json android: supportsRtl="true">
 build.gradle <activity
1 gradle.properties android:configChanges="orientation|keyboardiidden |keyboard
& gradiew android: label-"gstring/launcher_naze"
i gradiewbat android: launchMode="singleTop"
= graciewba android:name="com.ofss .digx.nobile.androld. MainAetivity"
= keystorejks android: theme="gandroid: style/Thene.DeviceDefault.NoAction
5 Lilocal.properties android:windowSof tInputMode="ad jus tResize">
s 1 project properties </activity>
E 3 settings.gradle <activity android:name="com.ofss.digx.mobile.android.Splashict o 5 -
= > dl android:configthanges="orientation|keyboardiidden |keyboard () CrUeE T o e G e
- wrapper.gradie aniro1a: 1ane) SEETET——— Probably the path to Subversion executable is
. Il External Libraries andro1d: Launch¥ode="s ing1eTop” wrong. Fixit
£ android: theme="gstyle/SplashThene"
H 2ndroid:windowSof tInputMode="ad jus tResize"> © Platform and Plugin Updates
= <intent-filter android:label="string/app name’>
= = Android Studio s ready to update.
® Text | Merged Manifest
P 4Run  BTODO = & logeat % Android Profiler 17 & Version Control [ Terminal ! 0t Messages X Eventlog [ Gradle Console
ecuting tasks: [:app:assembleDebug] (moments ago 2 Gradle Build Runnin, [Grsasrrssi) =
[ Executing tasks: [:2pp: bleDebug] (i ts ago) 2 Gradle Build Running 3344 CRLF B

For Generating Sighed Apk: To Generate release-signed apk as follows:
On menu bar click on Build » Generate Signed Apk
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K] File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help B 2 wum Thu509PM Q @

e e @ android [~/Ds ) :_Android/19.1 i Sl i Ji is [app]

Fzandroid  Fpapp B src ) Bwmain B-assets Dwwww Do framework | [ js | Fwconstants | i constants.is Bl A | = obdxwear v | b -3 o % ML Q

[g] % Android - @ £ @ — | Androidmanifestumi ertiesamt < | o | i Androiamanitostemi | 2 constants 5 -
E_ oo app 1 1,ssl: {status: "disabled"}, localization: null, pages: {securePage: " /home.html”, publicPage: "/index.html"}, authenticator: "0BDXAuthatl 9
E rpape-lib 2
e arcadescannerLib

3

g

s

& |+ @ Gradle Scripts

A

a

3

L

e

L3

2

-

&

&

«%| Build:  Build Output Sync o —

ped

# Generate Signed APK

Module: | 3 app

Previous Next l Cancel Help

ORACLE"
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14.

File Edit Miew MNevigate Code Analyze Refactor Build Run Tools VCS

Chapter 4

Window Help

= android 'z app src - I main iz, AndroidManifestxml B A | = obdwear ¥ | B -1 @
5 Android @ = & — | jyindechtml i configjs * | am i -
b - app. 1 <uses-permission android:name="android.permission.WRITE_EXTERNAL STORAGE" /> ng
=) manifests 2 <uses-permission android:name="android.permission.READ PHONE STATE" /> 2
= generatedlava 21 <uses-permission android:name="android.permission.ACCESS NETWORK STATE" />
- - —  COARSE_LOCATION" />
g assets Generate Signed Bundle or APK X bs FINE_LOCATION" />
= res [VE_SMS" />
g app-lib - .
=| P i () Android App Bundle | aliidd
£ IiBarcodescannerlib - B>
Z| " Cordovalib LIGHT" />
=\ Bl customizations Generate a signed app bundle for upload to app stores for the following benefits:
'm obdxcore * Smaller download size
.| > 1% obdxwear » On-demand app features
% - obdxwear-lib » Asset-only modules
S| » W Gradle Scripts
B Learn more
[ flen | keyboard|screenSize|locale"”
o O APk
kS
= ————— p— Build 2 signed APK that you can deploy to a device =
® android: synced successfully t 1/1 7PM with 1 warnin alNaciveBuildTasks()' is obsolece and has been replaced 4
2 Run build D:\Ameet\Q&\Patchset Releases\MobileApp\ Mobild Previous Next Cancel Help £ 2019.
N Load build ://d.android.com/r/teols/task-configuration-avoidance. | ¥
£ Run init scripts To determine what is calling variant.getExternalWativeBuildTasks(), use -Pandroid.debl —
z Evaluate settings Affected Modules: app -
H Configure build =
- Calculate task graph
Run tasks L]
5 Gradle Sync Issues: (1 warning) =
g  D:/Ameet/QA/Patchset PP, rkspace. U
S & app/build.gradle (1 warning)
0DO B Terminal |~ Build = & Logcat @) Event Log

[ Source generation ended in 14's 520 ms (11 minutes ago)

3344 CRLF + 4spaces & (L

If you have an existing keystore.jks file then select choose Existing else click Create New.

® Generate Signed APK

x

Key store path:

ChUsers\adipatel My Documentsikeystore, jks |

l Create new... I Choose existing... l

Key store password:

Key alias: Keystore

Key password:

I:] Bemember passwords

Previous l Cancel Help
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android [D:\A eApp\MobileWorkspace\works A A - X
File Edit Miew Navigate Code Anahze Refactor Build Run Tools VCS Window Help
= android app sic main | i, AndroidManifest.cml B A obdxwear ¥ | B E- [ -1 ML Qs
T Android @ = & — | jyindechtml i configjs * | am i -
b app <uses-permission android:name="android.permission.WRITE EXTERNAL STORAGE" /> ng
= manifests <uses-permission android:name="android.permission.READ PHONE STATE" /> 2
4 generatedlava <uses-permission android:name="android.permission.ACCESS NETWORK STATE" />

-  COARSE_LOCATION" />
5 assets Generate Signed Bundle or APK X ks FINE LOCATION" />
o res [VE_SMs" />
= = app-lib Module = app - | |swst />
g = BarcodescannerLib T U
i = Cordovalib LIGHT" />
&
a il customizations
= obdxcore Key store path et PP ks
" obdxwear
S obdxweartio Create new. Choose existing.
S| » W Gradle Scripts
g Key store password |+
= fen | keyboard|screenSize|locale”
Key alias keyD

< Key password
=
.z Build:  Build Output Sync [ Remember passwords o —

& android: synced suceessfully at 1/14/2020 217 BM with 1 warnin, alNativeBuildlasks()' is obsolete and has been replaced o
= Run build D:\Ameet\QA\Patchset Releases\MobileApp\Mobil previous | [ | Concel Help £ 2018
N Load build = ://d.android.com/r/tools/task-configuration-avoidance. ¥
= Run init scripts AT me To determine what is calling variant.getExternalNativeBuildTasks(), use -Pandroid.debi =
z Evaluate settings Affected Modules: app &=
E Cenfigure build e
- Calculate task graph

Run tasks L]

5 Gradle Sync Issues: (1 warning) =
=  D:/Ameet/QA/Patchset PP, rkspace. U
H & app/build.gradle (1 warning)

i=T0D0 B Terminal & Build = & Logcat @) Event Lo
[0 Source generation ended in 145 520 ms (11 minutes ago) 3344 CRLF$ UTF-2 dspacest B @ &

15. Select Build Type as Release, Signature Version as V1(JAR Signature) and V2(Full

APK Signature) and Change APK Destination folder if you want and click Finish .

® Generate Signed Bundle or APK

16. This will generate APKby the given name and destination folder. Default APK Destination
folder is zigbank\platforms\android\app\release.

17. Run the App and select Device or Simulator.
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18.

19.

20.
21.

22.

Chapter 4

Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for
Release Signing. Use proguard-rules.pro from
workspace_installer\zigbank\platforms\android\obdxwear using explorer.
The select obdxwear as the module and follow same signing steps with same keystore.

The application has a config page at launch to enter the URL of the server (for
development only). To remove this page, update the config.xml as shown below:

The application has config page to add URL. This is for development purpose only and can
be removed using below step (Update content src tag).

ece android [~/Desktop/Workspace_Android/18.3/April/ p: = I [app]
= android ) [y app ) B src ;) B main ) (17 res ) £ xml ) g5, conlig.xml ) A | = cbdxwear - | P -3 [ ) ML oEQ
5 Android ~ © = & — [ AndroidManifestxml &3 8pp.propertias.xml 7% i i B i &, configxml P
2 . app 1 <7xml version='1.8" encoding="utf-8'7> e 2
= app-lib <widget id="com.ofss.digx.mobile.android" version="1.0.0" xmlns="http://we.u3.org/ns/widgets"> Tt
® <name>0hdx</nane>
» BarcodescannerLib Bl il
i CordovaLib s A sample Apache Cordova application that responds to the deviceready event.
il customizations 6 </description>
obdxcore 7 <author email="dev@cordova.apache.org” href="http://cordova.io">
. ok 8 Apache Cardova Team
i OErWesr 3 U </author>
% obdxwear-lib 19 RIIRTOTE T i ndex. html 7module=Logingliy
0 Gradle Scripts 1 <access origin=
12 tp:/fu/x" [
1 [
"/
"
ilto:e” />
101%™ />
i i rket:s" />
; <preference nams evel” value="DEBUG" />
S <preference nas i " values" ile" />
8 <preference name="DisallowOverscroll” value="true"/>
5 <feature name= List">
z <paran name="android-package” values"org.apache.cordova.whitelist. whitelistPlugin® />
= <paran name="onload" value="true" />
& </feature>
<feature name="Device">
i <paran name=" package” value=" he.cordova. .Device" />
g </feature>
& efeatura nama="FatrhPlinin® =
b3 widget » content
= Buikk: Sync o —
5 g @ Projectsetup: synced successfully at 19/04/19, 3:25 PM 385 ms
2
& »
&
* X o
z 2
| §
£ 5
=z e
2 2
B %
= ilogeat = TODO B Terminal | 4 Build ) Evem Log
I Gradle syne finished in 492 ms (from cached state) 23chars 10:19 LF 3 UTFE-B Contexti<nocontext> ‘' £

Application will work on https only, there is no support for http url further.

To enable App widget, enable below flag in app.properties file:
<bool name="ENABLE_WIDGET">true</bool>
Maintenance page configs-

Enable below flag to
show maintenance page when server is under maintenance

<string
name="SHOW MAINTENANCE PAGE">true</string> Also add the
status code returned when server
is under main in below property- <string-array
name="MAINTENANCE PAGE STATUS CODE"> <item>Your Status
Code</item> </string-array>

¢ Note:

You can add multiple status code.
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23. To disable caching in app, make below flag to false
<bool name="ENABLE CACHING">true</bool>
24. To disable ssl pinning in app, make below flag to false
<bool name="ENABLE SSL">true</bool> in app.properties.
25. To disable ssl pinning for ui in app, make below flag to false

<bool name="ENABLE SSL FOR UI ">true</bool> in app.properties
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OBDX Authenticator Application

This topic provides information on OBDX Authenticator Application.

1. This is an Authenticator Application which is used when bank has enabled Soft Token
Authentication as Authentication mechanism for any transaction. This application basically
supports one of below authentication:

« HOTP: Random based Soft Token
e TOTP: Time based Soft Token

2. Users should have this application installed and logged in and PIN is set before initiating
any transaction which needs this token.

3. Based on the configuration set, user can any time log in with PIN and check the token and
use that token for completing any transaction based on “Soft Token Authentication”

5.1 Authenticator Ul (Follow any one step below)

This topic provides information on Authenticator Ul (Follow any one step below). Please
refer section Authenticator Ul (Follow any one step below) of Mobile Application Builder
Guide-iOS Guide for Authenticator Ul build steps. Ul is same for Android & iOS.

5.1.1 Using built Ul

This topic provides information on Using built UL.

For TOKEN-BASED - Unzip dist.tar.gz directory
fromOBDX_Patch_Mobile\authenticatonTOKEN-BASED

5.1.2 Using Un-built Ul

This topic provides information on Using Un-built Ul.

1. Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui. Copy
the token-based/login folder and replace it at the components/modules/ location. This
will replace the existing the login folder.

2. Copy the contents except _build folder to Authenticator workspace->platform/ios/www
folder.

5.1.3 Building Ul Manually

This topic describes the systematic instruction to Building Ul Manually option.

1. Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui.
The folder structure is as shown :
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Authenticator Application Workspace Setup

< g8 -

N K23 W]

» android

M
B
0

Favourites

@ AirDrop

& Recents
;Ag Applications
9 Desicop
B Documents
o Downloads

3 ios

> non-oam
oam
unbuilt_ui

Locations
& iCloud Drive
) Android... =
©) Remote Disc
Tags
@ Red
' Orange

Yellow

authenticator_ui

=) Q

» ! authenticator_ui tar.gz components >
» css L
1 framework >
> images 14
I non-oam 3

[ pages >

resources L

5.2 Authenticator Application Workspace Setup

This topic describes the systematic instruction to Authenticator Application Workspace
Setup option.

1.

2.

ORACLE"

Copy Ul (Directories — components, css, framework, images, pages, resources)from /dist
directory to workspace/installer/app/src/main/assets/www/
In case any popup appears, click Replace.

|
#3 Applications

| Eoeskon
B Documents

o Downloads
Locations

&2 iCloud Drive

Q Android...
[} smartsv...
@ Remote Disc

I»

»

Tags
@ Red

£ (\mﬂa

T e
|| o = = E v
Favannies > AndroidManifest.xml
: ~ assets
@ AirDrop
W res
Recents

L Www
# vl M =
app.properties
» cert_keys.json
>

Q, Search

| components >
€ cordova_plugins.js
| cordova-js-src >
€ cordova.js

| css

| framework
7l images

| img

| pages

| plugins
resources
o settings.html

¥y ¥ vV VYV VvYew

Launch Android Studio and open existing project.
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Authenticator Application Workspace Setup

3.

4.

workspace_installer
~/Desktop/SVN/18....

android
~f{Desktop/Worksp...
main
~fDesktop/Worksp...
android
~/Desktop/Worksp...
workspace_installer
~fDesktop/SVN/18....
android
~fDesktop/Worksp...

android
~[Desktop/Worksp...

android
~fDesktop/Worksp...

android
~[Desktop/Worksp...

android
~/Desktop/Worksp...

orkspace_installer

platforms/android

roidfapp/src/main

platforms/android

orkspace_installer

platforms/android

platforms/android

platforms/android

platforms/android

platforms/android

Welcome to Android Studio

Android Studio

Version 3.3.2

-+ Start a new Android Studio project

& Open an existing Android Studio project

I+ Check out project from Version Control «

[# Profile or debug APK

¥ Import project (Gradle, Eclipse ADT, etc.)

£ Import an Android code sample

) % Configure ~ Get Help ~
android
Open OBDX_Installer/workspace_installer folder in Android Studio.
Siloe N an-fl B B workspace_installer ¢ Q
— » 14 Android > I 12thapr » EXTEITE T android json
» B App ® [ 13thApr > o app L
@ Eeteit * W ios » [0 app-lib >
¥ Applications > | build »
b A D L build.gradle
=" 7 cordova »
B Documents W Cordovalib >
© Downloads M gracle g
gradie.properties
Locations gradlew
<7 iCloud Drive gradiew.bat
3 keystore.jks
L) Android Stu... & keystore. properties
Q SmartSVN._. & local.properties
for . 0 platform_www »
=) Remote Disc proguard-rules,pro
Media project.properties
: settings.gradle
n Music workspace_installer.iml
[i@) Photos
_New Folder

_Cancel | [T

Open gradle.properties file and update following properties with relevant proxy address if

required.

ORACLE
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5.

Ei- Project - D = L1+
[57 mipmap-Idpi

[ mipmap-mdpi

[ mipmap-xhdpi
@ icon.png

[ mipmap-xxhdpi

[21 mipmap-xachdpi

[=1 values

™ -
£ stringsxmil

-~

—

= stylesxml
57 xmi

3 src

[ workspace

I:; android.iml

[ P

f8 android.json

EAneridManifest.xml

[; authenticator.iml

(= build.gradle

E gradlew

systemProp.http.proxyHost = <proxy address>
systemProp.https.proxyPort = <port_number>
systemProp.https.proxyHost = <proxy address>
systemProp.http.proxyPort = <port number>

Open “assets\app.properties” file and update following properties as per requirement.

ORACLE"

5-4



Chapter 5
Authenticator Application Workspace Setup

B Project b D= -1
i| authenticator D\mobile svn\android\authenticator
.gradle
Idea
2 assets

+ 1 www
ol cert_keysjson
build
cordova

il Cordovalib
gradle
libs
platform_www

Zres

2 src

warkspace

connection_timeout =
<timeout in milliseconds>
ssl _pinning_enabled = <YES or

Set OTP type to HOTP/TOTP as per requirement.

Set Server Type to OBDXTOKEN

Set MAX No Attempts greater than 0

Set UI Device root check to true if you want to add check on login button.

ORACLE 5.5



ORACLE

10.

# Note:

Chapter 5
Authenticator Application Workspace Setup

If selected authentication mechanism is not OAM based then remove
shared oam url property.

Click Build - Clean & Build - Rebuild project in Android Studio.

Click on Build - Edit Build Type — app - release.

Enable minify - true

Add progurard file from workspace_installer/proguard-rules.pro

Click OK.

If using http protocol for development add (android:usesCleartextTraffic="true") to
application tag of AndroidManifest.xml.

) pace_installer [~/D: /18.3._ i id/1 s installer] - xml [app] ‘i
'z workspace_installer ) iz app ) I grc ) B main ) g AndroidManifest.xmi ) A [ =ap ~| p % B/ s v O D L Ss KkQ
g Android ~ © = 1 — ifappproperties & cordovajs e config i i settings html 8 Androidmanifest xmi )
i = 2PR : <supports-screens g
) manif : = 2
a faokess 9 android: anyDensity="true" s
£ [ AndroidManifest.xml 10 android: largeScreens="true" =
 generatedJava 11 android:normalScreens="true" 8
assets 2 android: resizeable="true" E
o android; smallScreens="true" g
. 14 android:xlargeScreens="true" /> 2
components ¥
cordova-js-src 16 "android.permission.INTERNET" /> T
css 17 android.permission. WRITE_EXTERNAL_STORAGE" />
P S 16 android.permission.READ_PHONE_STATE" />
e 19 “android.permission.READ_EXTERNAL_STORAGE" />
images.common 20 “android.permission.ACCESS_NETWORK_STATE" />
img 1
pages 22 <application
2 23 android: hardwareAccelerated="true"
H plugins android:icon="gmipmap/icon"
g resources.nls 2 android: label="0BDX Secure"
‘g 2 cordovajs 26 2 ndroid:usesCleartextTraf fic="true’l
2 . 27 android:supportsRtl="true">
& = cordova_plugins.js —2 d ] droid .safetynet. ATTEST_APT_KEY"
o} ik Settings.html 28 droid:value="ATzaSyA_Fj7GNPYFZIYGHAi Qsnng”/>
{l1app.properties 38 <activity
curtkeysjeon android: nane="com. of 5. digx.mobil
H - s ndroi iaCh ori i izellocale”
g manifest > application
& ~ [n drawable
i E= layout Text | Merged Manifest
Build: Syne & —
£ 1y @ Projectsetup: synced successfully ~at 13/04/18, 12:31 PM 395 ms
5
G lont
&
* X 0
g
H 2
€ I
> a
2 g
é H
= H
= g:legcat i TODO M Terminal |4 @: Version Control | %, Build Q Event Log
IC App is not indexable by Google Search; consider adding at least one Activity with intent filter. See i ion for d . Attribute “isonl.. 35chars 26:9 LF$ UTF-B Comtext: <no context ‘. 8

For Generating Sighed Apk: To Generate release-signed apk as follows:

On menu bar click on Build — Generate Signed Apk.
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R R R R T T T T >

® @ Generate Signed Bundle or APK

() Android App Bundle

Generate a signed app bundle for uplead to app stores for the following benefits:

* Smaller download size
®* On-demand app features
® Asset-only modules

Learn more

D APK

Build a signed APK that you can deploy to a device

? Cancel Previous m

® @ Generate Signed Bundle or APK
Module = app -| |
|
|

Key store path JUsers/adi/Desktop/Android/keystore

Create new... Choose existing...

Key store password | 8800080808

Key alias key1

Key password | 00000000 |

[ | Remember passwords

? Cancel Previous
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R R R R R T >

® @ Generate Signed Bundle or APK

Destination Folder: |"18.3_AuthenticatorfAndroid/13thApriworkspace_installerfapp {

debug |

release !

Build variants:

Signature Versions: [] w1 (Jar Signature) W2 (Full APK Signature) Signature Help

? Cancel Previous

Click Finish to generate .apk

The application has config page to add URL. This is for development purpose only and can
be removed using below step (Update content src tag).

ece _ work  installer [ . Android/18.3/ i 19/April/1  installer] - i ig.xml [app]
Iz workspace._installer ) [; app ) [ src » i main » = res ) B0 xml ) g config.xml » A |mapp v | > E-3 [+ LA Q
g Android ~ @ T & — | {fjamp.properties [ AndroidManifestxml % @i config.xml P
g - app 1 <Pxnl version='1.0" encoding='utf-g'7> Gl
= app-lib 2 <widget id="con.ofss.digx.nobile.authenticator” version="1.0.0" xmlns="http://uw.w3.0rq/ns /widgets” xlns:cdv="http://cordau &
» b CordovaLib 3 <feature name="Whitelist">
- ! a <param name="android-package" value="org.apache.cordova.whitelist.WhitelistPlugin" />
» i Gradle Scripts 5 <param name="onload" value="true" />
6 </feature>
7 <nane>0BDX Secure</name>
8 <description>
9 Application to generate one time password for authenticating transactions in 0BDX Application.
10 </description>
1 <author email="oraclefcdbmobiledevegnail.con" href="in.oracle.com">
12
13 O </author>
14 <content sr s /index. htn gV
15 <access oris "/
16 <allow-intent http: /it £
17 <allow-intent https://x/A" /o
" 18 <allow-intent g
E 19 <allow-intent
g 20 <allow-intent />
= 21 <allow-intent
= 2 <allow-intent etse" />
s 23 <preference name="0verrideUserAgent" value="obdx-mobile" />
= 24 <preference name="LoglLevel" value="ERROR"/>
25 <feature name="Device">
2 26 <param name="android-package" value="org.apache.cordova.device.Device" />
g 27 </feature>
z 28 <feature name="FetchPlugin">
) 20 naram name=vandraid-nackage® values'com adohe shonenan fetch FatehPluain® /s
2 widget > content
Build  Sync o —
£ v @ Build: completed successfully at 19/04/19, 4:05 Phi 583 ms
<
H ¥ @ Run build /Users/adi/Desktop/Workspace_Android/18.3/1Authenticator/2019/April/19thApr/workspace_installer 489 ms
& » @ Load build 3ms
* » @ Configure build 355 ms
* @ Calculate task graph 20ms O
g x » @ Run tasks 110 ms g
g H
38 E
= 5
g
= 2
=700 N Terminal | & Buid | = g Logeat Q Event Log
[0 Gradle build finished in 535 ms (2 minutes ago) 6chars 1449 LF ¢ UTF-8 Context:<nocontext= ‘&
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Application Security Configuration

ORACLE

This topic provides information on Application Security Configuration.

Root Check a Ensure Step 3 is completed.

1. We also have to maintain package names of Servicing and Authenticator app in the same
table, i.e. DIGX_FW_CONFIG_ALL B corresponding to the following keys respectively:
ANDROID SERVICING PACKAGE and ANDROID AUTHENTICATOR PACKAGE
An example query will be:
insert into digx fw config all b (PROP_ID, CATEGORY ID, PROP VALUE,

FACTORY SHIPPED FLAG,

PROP COMMENTS, SUMMARY TEXT, CREATED BY, CREATION DATE, LAST UPDATED BY,
LAST UPDATED DATE,

OBJECT STATUS, OBJECT VERSION NUMBER) values ('ANDROID SERVICING PACKAGE',
'mobileconfig’,

'com.ofss.zigbank', 'N', '', 'Stores device id in OUD', 'ofssuser',
sysdate, 'ofssuser', sysdate, 'Y', 1,);

SSL Pinning

2. Getthe list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
'<certificate.der>' with the path to your certificate.
openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -
outform der | openssl dgst -sha256 -binary | openssl enc -base64

3. Add the hashed keys generated in point 6 to
zigbank\platforms\android\customizations\src\main\res\values\app.pr
operties.xml file in ‘certificate_public_keys' array. Append this key to ‘sha256/" in
an <item> tag as shown below. Multiple certificate keys can be added to
‘certificate_public_keys’ array by adding them in <item> tags.

Example:

<string-array name="certificate public keys">

<item>sha256/5kJvNEMwOK]rCAu7eXY5HZdvyCS13BbA0OVIGIRSPI1lw=</item>

</string-array>

Example: for multiple certificates (In case OAM/IDCS is used):

<string-array name="certificate public keys">

<item>sha256/5kJvNEMwOK]rCAu7eXY5HZ2dvyCS13BbAOVIGIRSPI1w=</

item><item>sha256/3rgsgghogrDegekpkkgk92Fgwlw7exyYCSlokef900lw=</item>

</string-array>
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Adding Custom Cordova Plugin

ORACLE

This topic provides information on Adding Custom Cordova Plugin.

Step 1 -

Create java folder and add yout package under app(zigbank\platforms\android\app)
Create java file under your package which will extends CordovaPlugin

Override execute method with JsonArray as a parameter

Retrive jsonobject from JsonArray and get the data which passed from js file

Example:

public class GetDirectionMapPlugin extends CordovaPlugin

{

@Override

public boolean execute

(String action, JSONArray args,CallbackContext

callbackContext)

throws JSONException ({

tryf

JSONObject object = args.getJSONObject (0);

String yourKey = object.getString("your key");

}catch (Exception e)

{

Log.e (TAG,e.getMessage());

}

return true;

}

}

Step 2 -
Create plugin file under plugins folder of
www(zigbank\platforms\android\service\workspace\app\src\main\assets\www\plugins)

Example:

cordova.define ("cordova-plugin-getdirection”, function(require, exports,
module)
{
var exec = cordova.require ('cordova/exec');
exports.navigate = function(args, successCallback, errorCallback)
{
cordova.exec (successCallback, errorCallback,"GetDirectionMapPlugin",
"direction",

largs]);

7-1



ORACLE

Chapter 7

i

1)

cordova-plugin-getdirection.getDirectionPlugin — user defined id from
cordova_plugin.js(zigbank\platforms\android\service\workspace\app\src\main\assets\ww
w\cordova_plugin.js)

GetDirectionMapPlugin -~ name of java plugin class

direction - action

navigate — this can be use in js file to this function

Step 3 -

Make entry of plugin in

cordova_plugin.js(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\
sr

c\main\assets\www) as below -

Example:

{
"id": "cordova-plugin-getdirection.getDirectionPlugin",
-> user defined id
"file":"plugins/cordova-plugin-getdirection/www/mapgetdirection.js", -> path
of plugin
js
file
"pluginId":"cordova-plugin-getdirection",
"clobbers": [
"window.getDirection" -> this can be used in js file to call plugin
]
}

Step 4 -

Make entry of java plugin class in

config.xml(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\src\mai
n\r

es\xml) file of app as below -

Example:

<feature name="GetDirectionMapPlugin">

<param name="android-package" value="Your Plugin Java Class Path" />
</feature>

GetDirectionMapPlugin -> Name of java plugin class

Step 5 -

Plugin calling in js file —
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Example:

window.getDirection.navigate

({
originLatLng: origin,
destinationLatLng: location

1)

window.getDirection -> clobber define in the cordova_plugin.js file

navigate — name of the function defined in plugin js file

Chapter 7
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ODA Chatbot Inclusion

ORACLE

This topic describes the systematic instruction to ODA Chatbot Inclusion option.

To enable ODA Chatbot services in the mobile app, the following changes needs to be made:

1.

Copy ODAPIlugin.java from workspace installer/AppExtension/oda to
workspace installer/zigbank/platforms/android/app/src/main/
java/com/ofss/digx/mobile/android/plugins/

android  app  sic main  java com  ofss  digx  mobile android  plugins @ ODAPlugin A | mapp v || eweixanize s G G B B oG E L QR
g Project = 2 N - -
3 4 android §
- gradie "
- idea =
g < app g
2 build :
8 sc =
§ 3
“ B mai H
H main H
& assets 2
java
com.ofss.digx.mobile.android
- [0 plugins
¥ RootCheckFlags
® SplashActivity Search Everywhere Double ¢
res
= AndroidManifest.xml Go to File 0 #N
build gradie
) google-services.json Recent Files ®E
# proguard-rules.pro : :
| Project properties Navigation Bar TR
wapp-lib " i
rop files here t n th
% BarcadescannerLib DfoRiiliss fise to seRnithan
com.oracle.bots client.sdk.android.core-20.8.1
com oracle bots client.sdk.android.ui-20.8.1
cordova
Build:  Sync Build Cutput & -
g S s :
RS Build android: finished At 05/07/22, 2 > Task :app:processDebuglavaRes NO-SOURCE 5
i # > Task :app: thMerge. 9 =4
) > Task :app:packageDebug ]
5 i > Task :app:assenbledebug i
8 g
2 Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.8.
* Use '--warning-mode all' to show the individual deprecation warnings. a]
, ]
s See https://docs.gradle.org/6.1.1/userquide/conmand line interface.htnl#sec:comnand line warnings 2
2 &
E z
= BUILD SUCCESSFUL in 24s T
a8 45 actionable tasks: 45 executed g
- 2
=TODO O Probloms | VersionControl O Tarminal = Logeat | AUBlild| b, Run @ Profier 4 Appinspection & Eventlog I3 Layoutinspactor
0 Launch succeeded (33 minutes ago) n

Download ODA Android sdk from below link-https://www.oracle.com/downloads/cloud/
amce-downloads.html

Add libs folder at zigbank\platforms\android\app and copy below files from downloaded sdk
folder in it.

a. com.oracle.bots.client.sdk.android.core-xx.aar

b. com.oracle.bots.client.sdk.android.ui-xx.aar
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android  app I libs

O Fovorites B Structure

A mammv Geeuws- CEEEGABE 4LS QS

X Build Variants.

[ Project ¥

~ Faandroid —/Ancioid 15U8_ vice/wor

> B gradle
> uidea
~ Wapp

> build

74 com.oracle.bots.client.sdk android.core-22.04.aar
4 com.oracle.bots.client.sdk android.ui-22.04.aar
> Mmsrc
 build gradle
i}y google-services.json
# proguard-rules.pro
#iproject properties

i

» I, BarcodescannerLib
| ] by ient.sdk.android. .20.8.1
= com.oracle.bots.client.sdk.android.ui-20.8.1
I cordova
% Cordovalib
> W build

i AndroidManifest.xmi

# build.gradle

 cordova.gradie

i Cordovalib- release.aar

«

g

n
{
@
i
{

smiopdeg sy smag [ Joweinus3 53

@ Eventlog 5 Layout inspector

7 Profiler @ App Inspection

a

Launch succeeded (today 236 PM)

In Android Studio follow below steps-
File — Project Structure — Dependencies

Click on "+" icon and select JRIAAR Dependency and select app module and click Ok.

android app [ lios

A (mwpv [ Grexwznvy ¢ E ESGC A HE GLOG QR

# com.oracle.bots.cl

Project Structure

> BEsrc * 9
= build.gradle
if) google-services.json
# proguard-rules.pro
#iproject.properties
5 app-iib
['s BarcodescannerLib
hmm-.m.clm.m
B com.oracle.bots.client.
B cordova
I Cordovalib
> build
i AndroidManifest.xm|
# build.gradle
# cordova.gradle

v o

v

Yoo ow oy
x
E

o gradiew

[ m"““—ummmm
¥ Cordoval Ib

L Add JarfAar Dependency
Please select a module:

Nathing to show

¥ BarcodescannerLib
Wz Cordovalib

Wi customizations

g obdxcore

2 obdxwear
I abdxwear-lib
|

# gradiew.bat
# keystore jks

ETOD0 @ Problems |2 nControl M Terminal & Logcat 4 Buld B, Run /2 Profiler  f App Inspection

Add both .aar file paths from step3. Then click Apply and Ok.
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android  app [ libs

| ST000 @Povems U vesonCowol  @Temesl = logeat A 8uld b.Run Prfie  § Appnspecion

~ Bgandroid - /Andioid

O Favorites I Structure

& Project v

A s GPexany EESLABE gOL% QR
-

]
ol

e
=

> b gradle
> B.idea
v Wapp
> B build

L com.oracle.bots clignt <l andenid nnra_3 A4 aar

1.SUS_Suppor

ilcomoraclebots.cliel S
> Mmsrc - = | Modules
& build.gradle
5 google-services.json Project fragment:1.3.6
# proguard-rules.oro DK Eochion Barcodescannertil Il androidz.interpolator:interpolator:1.0.0
Fiproject.properties (Maiiables e
> Fgapp-lib . LN ) Add Jar/Aar Dependency
» Iy BarcodescannerLib

1 com.oracle.bats.client.sd
B com.oracle.bots.client.sdl
> B cordova
~ % Cordovalib
> B build
& AndroidManifest xmi
# build.gradle
i cordova.gradle
i4 CordovaLib-release.aar
> Wi customizations
» Imgradie
> g obdxcore
> s obdxwear
> I obdxwear-lib
il android json
 build gradle
{igradle.properties

1 gradiew

# gradlew.bat

# keystore jks
{lilocal.properties

# proguard-rules.pro
fliproject.properties
¥ settings.gradie
 wrapper.gradie

[0 Lounch succesded (today 2:35 PM)

android app [ libs

 mTO0 @Pbems P VeonConiol @ Temiel Elogsl A Gud byfun @ Profler  § App specton

~ Waandroid /Android

* Fovortesfu Structure

& Project ¥

1% Module ‘app’
Step 1.

Provide a path to the library file or directory to add.

| libsjcom.oracle.bots.client, sdk.android ul-22.04.2a1] T~]

Step 2.
Assign your o by selecting one of
Open Documentation

A mwpv| Geexamzmy BB GCaBE gL QB
-~

&
ol

Bl
I

» B gradle
> W.idea
v s app
> B build

L com.oracle.bots client edk andrnid rara-22 NA aar

1.5US_Suppor

L XX ]

> Wmgrc
# build.gradle
i) google-servicesjson
# proguard-rules.pro
#iproject.properties
> Bgapp-lib
» I BarcodescannerLib
i com.oracle.bots.client sdi
= com.oracle.bots.client.sdl

o build gradle
{igradle.properties

1 gradiew

# gradlew.bat

# keystore.jks
{ylocal.properties

# proguard-rules.pro
iliproject properties
# settings.gradie

= wrapper.gradie

[0 Launch succeaded (taday 2:35 PM)

>
Project
SDK Location |
BarcodescannerLil
Variables E ' Macordovalib
L Add JarjAar Dependency

Modules 1 Module 'app’

Step1. Nothing 1o show
Build Variants Provide a path to the library file or directory to add.

| libsfcom.oracle.bots.client.sdk.android core-22.04,3ar [+]

Step 2.

Assign your to by of below.

‘Open Documentation

\-Glrul 1 [ appiy —

Add Chatbot ID and Chatbot URL in app.properties.xml
(zigbank\platforms\android\customizations\src\main\res\values)
<string name="CHATBOT_ID">@@CHATBOT_ID</string>

<string name="CHATBOT_URL">@@CHATBOT_URL</string>

ORACLE"
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Push Notification 2FA configuration

ORACLE

This topic provides information on Push Notification 2FA configuration.

1.

This is 2fa authentication set for any transaction. With the setup, whenever any user
initiates any transaction, they will receive a push notification on the registered device. They
have to click on the notification to accept/reject the transaction. Based on the action, the
transaction will be proceeded.

Note: PUSH natifications are received only if user has allowed push notification when the
application was installed and logged in the mobile application for the first time.

If user disallows the notification when the application for installed for the first time., they will
not receive any push notifications on their devices.

If Push notification 2fa is enabled at bank side for any transaction then, the screen displays
message to wait for the push notification to accept/reject the transaction authentication.
The message displayed on the text as well contains a timer of 5 minutes displayed on the
Ul. This value is set in the Ul code. If bank needs to change this value, bank needs to
update the value in Ul code:

File path: channel/metadata/user-components/push-out-of-band/push-out-of-band/hook.js

Code to be changed: const mins = <<value>>;
Update the value to what bank needs to set it. This value is in minutes.

So, ideally 5 minutes (existing value in base Ul code) is an ideal time. Any changes made
in this value should satisfy below pre-condition.

There is an OTP expiration time set in “digx_fw_config_ ALL_b” table.

Also, there is business policy check set to 10 minutes for validation of the generated 2fa
token. Bank can write their own business policy where they can modify the 10 minutes
time.

So, the time in Ul code should not exceed 10 minutes and OTP expiration time in
“digx_fw_config_ALL_b" table.
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